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SETTING THE SCENE
Back in October 2023 Yahoo and Gmail

jointly announced new requirements’
for all bulk e-mail senders. Many readers
would already be very familiar with these
by now, but for completeness, here are
the key elements; the new ABC of e-mail
marketing:

o Authentication: E-mail senders must
implement stronger email authentica-
tion standards, including Sender Pol-
icy Framework (SPF),”> Domain Keys
Identified Mail (DKIM)® and, most
importantly, Domain-based Message
Authentication Reporting and Compli-
ance (DMARC).*

o Better unsubscribing: Senders must also
support RFC8058°-compliant  one-
click unsubscribes and honour all opt-
out requests within two days.

o Complaint rates: Both providers will
start enforcing a maximum spam com-
plaint rate threshold of 0.3 per cent to
ensure users only receive marketing
e-mails from legitimate, high-quality
senders.

Compliance was required from Febru-
ary 2024 onwards, although enforcement

of the DMARC and one-click list-
unsubscribe requirements was deferred to

June. Enforcement was initially in the form
of temporary failure notifications, with out-
right rejection of non-compliant e-mails
phasing in from April onwards. So the full
impact is still to come, but we are already
seeing early indicators of the impact.

EARLY IMPACT

It was widely expected that the new re-
quirements would mean improved e-mail
deliverability. Strong authentication, sim-
ple unsubscribing and low complaint
rates are established best practices, and it
felt reasonable that their enforced adop-
tion would deliver improved e-mail
performance.

Two important global KPIs, however,
are suggesting the opposite, and there are
several reasons for this:

e Perhaps unexpectedly, we have seen a
sharp increase in spam complaint rates®
since enforcement began. This is a dou-
ble whammy for senders because the list-
unsubscribe requirement was supposed to
lower complaint rates. This may be a case
of unintended consequences; when e-mail
users action the new list-unsubscribe func-
tionality they may also be given the oppor-
tunity to mark the e-mail as junk or move
it to spam as part of the opt-out dialogue.
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e There has also been a big increase in
unknown users.” These are e-mails that
no longer exist (or are believed to no
longer exist). This is partly due to the
new bulk sender requirements, but there
is also another factor at play because
both Gmail and Yahoo are also delet-
ing inactive accounts (Gmail after 24
months and Yahoo after 12 months).

Complaints and unknown users have
a big impact on any e-mail programmes’
sender reputation, which in turn harms
their deliverability. This is exactly what we
have seen: during the first three months
that the new bulk sender requirements have
been effective, average spam folder place-
ment® has increased from 4.7 to 6.7 per
cent.Although not a huge change (yet), it is
still a 40 per cent uplift, which will increase
further as full enforcement of DMARC
and list unsubscribe comes into effect, and
soft fails are replaced by hard rejections.

FURTHER GUIDANCE

Over the past few months I have hosted
webinars with Yahoo, Gmail (and Micro-
soft) to talk about these new requirements.
We have received literally hundreds of
questions, and there is still plenty of con-
fusion about how the new requirements
are being applied. Here is some of the top
guidance [ have been giving in response:

e When an RFC8058’-compliant list un-
subscribe is present, a blue unsubscribe
link appears next to the sender name at
the top of the e-mail. However, many
senders report that the link only dis-
plays intermittently, even though the
list-unsubscribe record has been cor-
rectly deployed. Why is this happening?

Gmail reserves the right to not expose
list-unsubscribe links until it has assessed
the sender’s domain and is satisfied they

are reliable. This stops scammers from
inserting the headers and using re-
sponses to validate the e-mail addresses.
Yahoo’s FAQs echo this, stating: ‘[users|
will see the blue “Unsubscribe” [...] if
we see sufficient reputation and engage-
ment for your sending email address’

So while it is not great if your link

is not showing, it is an extremely useful
data point. It means that you are seen
as a low reputation sender and that you
should take steps to fix this because it
will be hurting your deliverability.
We have also heard plenty of questions
around the ‘unfairness’ of subscribers us-
ing list unsubscribe to opt out and then
still marking the e-mail as spam, especially
when the principle of list unsubscribe (in
theory) is to provide a trusted opt-out
that makes spam complaints less likely.

Subscribers may actually see several
different versions of the dialogue box,
and rules determine which version is
shown. For compliant senders, only the
text confirming the unsubscribe request
is shown.The additional option to report
the e-mail as spam is usually triggered by
senders who are not honouring opt-out
requests within the required 48 hours.

Senders should test the list-

unsubscribe experience for their pro-
grammes. If they see the ‘mark as spam’
dialogue they should validate they are
processing these requests within the
prescribed time frame.
Some senders are compliant with all the
new requirements, but their e-mails are
still going to spam. What else should
they consider?

Remember the new requirements are
much broader than just the ABC described
previously. They also stipulate the need
for valid DNS (Domain Name System)
records, use of TLS (Transport Layer Se-
curity) encryption, RFC5322-compliant
message formatting, use of ARC records
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for forwarding and compliance with ‘no
impersonation’ rules. Yahoo is also influ-
enced by factors such as obfuscation of
URULs, invalid domains in the rDNS and
e-mails that are not RFC compliant.

IN SUMMARY

Gmail andYahoo are not unreasonable, and
compliant senders should avoid the spam
folder. Mailbox providers often say they do
not have a problem with legitimate, per-
mission-based e-mail marketing. Their first
priority, however, is to protect customers
from bad actors. If your e-mails get caught
by their filters it is usually because they look
spammy. The first rule of getting delivered
is simple: ‘Do not look like a spammer.

There are helpful new tools to stay
aligned with the new sending require-
ments. Gmail has already added a com-
pliance status dashboard to its Postmaster
Tools'’ reporting, while Yahoo is updating
its Sender Hub'' with a beta version cur-
rently being trialled.

Compliant senders can request miti-
gation if their e-mails are generating false
positive placement in their customers’
spam/junk folders. Gmail’s bulk sender
escalation form can be found at https://
support.google.com/mail/contact/gmail_
while Yahoo’s
sender support request form is available at
https://senders.yahooinc.com/contact/.

The new sender requirements are es-
tablished best practices, and e-mail mar-
keters will benefit as they establish greater
trust and engagement with their sub-
scribers. It has already been reported that
Microsoft also plans to align with these
requirements, meaning all the major mail-

bulk_sender_escalation,

box providers will soon operate a com-
mon set of sender expectations.

We can expect the requirements to be-
come tougher in future. My guidance to
senders is to be proactive. Start upgrading

WHY E-MAIL DELIVERABILITY IS GETTING HARDER

DMARC policies to p-quarantine/reject,
process opt-out requests in real time and
keep complaint rates way below 0.3 per
cent. Doing so will future-proof you
against stricter requirements down the
road. In the meantime, you will enjoy
even more amazing performance from
your e-mail programmes.
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